Multifactor Authentication (MFA) and Self-Service Password Reset
Enrollment (SSPR)

Preparation

1. Before you start, ensure you have:

Smartphone has minimum IOS 17 and Android OS 14.
An Apple account for the Apple App Store or a Google account for the Google Play Store

A smartphone (iOS or Android) with the Microsoft Authenticator app installed. You can
download it from the Apple App Store or Google Play Store.

Access to your M365 account credentials (username and password).

A stable internet connection on your smartphone and computer.

Set Up Microsoft Authenticator

1. Open aweb browser on your computer and go to the MyApps page:
https://myapps.microsoft.com/

2. Sign in with your M365 account credentials.

2" Microsoft
Sign in

testbanka@bcferries.com

No account? Create one!

Can't access your account?

Next

Q} Sign-in options


https://apps.apple.com/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://myapps.microsoft.com/

3. You will be prompted to secure your account.

B® Microsoft
testbanka@bcferries.com

More information required

Your organization needs more information to keep
your account secure

Skip for now (14 days until this is required)

Use a different account

Learn more
Next
4. Click Next.
5. Click Next.

Keep your account secure
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Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".

I want to use a different authenticator app

Next



6. Click Next.

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

oo | D

7. Open the Microsoft Authenticator app on your smartphone to scan the QR code shown on
your computer screen:

1. Open the Microsoft Authenticator app.

2. Tapthe "+" (plus)icon in the top-right corner.
3. Select "Work or school account."

4. Choose "Scan a QR code" when prompted.

5. Acamera interface will open. (Allow camera access if it ask) Point it at the QR code
displayed on your computer screen.

6. The app will automatically recognize the QR code and add your M365 work
account.



Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘
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8. Once the accountis added, you will see your M365 account listed in the app.

9. Return to your computer and click Next after scanning the QR code.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

oo |




10. Microsoft will prompt you to test the setup:

o Anotification will be sent to your Authenticator app on your smartphone.

o Onyour smartphone, approve the request by entering the number shown on your

computer in the app and click Yes.

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below.

‘ Back ‘

11. If the test is successful, you will see a confirmation message on your computer.

Microsoft Authenticator

Notification approved

v

12. Click Next to proceed to Security Questions.




Set Up Security Questions (Required for SSPR)

1. Select your Security questions from the available list.

Keep your account secure
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App Questions

Security questions

’ Select a question v ]

Enter answer for security question

’ Select a question v ]

Enter answer for security question

’ Select a question v ]

Enter answer for security question

’ Select a question v ]

Enter answer for security question

Select a question v ]

Enter answer for security question

| want to set up a different method

2. Enteryour answers carefully (answers are case-sensitive).

3. Click Done to complete the setup.



Keep your account secure
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App Questions

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

=
Microsoft Authenticator

o) Security questions

4. Click Done to confirm your MFA and SSPR setup.





